Backup Service

KomnnekcHoe, HagexHoe n yﬂoff)Hoe B ynpasJiieHn
obnayHoe pelleHne and pe3epeHOro KonmpoBaHuA

1M BOCCTaAQHOBITEHNA OaHHbIX

KM Backup Service — ato pewenue Backup-as-a-Service, no3sonser ocyl|ecTBnsTb
HajeXHoe KOMMNnekcHoe rubpwaHOe pe3epBHOE KOMWPOBaHWE W BOCCTAHOBMNEHWE AaHHbIX.
KM Backup Service sawmwaer nwbyo cuctemy WNK ycTpoWcTeo rae yrogHo B nwoboe
spemsa. KM Backup Service BasvpyeTca Ha MHHOBAUMOHHOW TexHonoruu Acronis AnyData
Engine, or komnanuu Acronis — mupoBoro nwuaepa B paspaboTke nporpammHoro
obecne4yeHua ANA pe3epBHOMO KONWPOBaHWA W BOCCTAHOBNEHWA AaHHbIX.

3auem?
Kabb! aHan, rae ynacts, Tak Gsl conomkm
NoAoCTNan» - y44T HapogHas MyapocCTb.
MoTepATb CBOM AaHHbLIE UMW JOCTYN K HAM
MOMHO MO MHOXECTBY NPUYKH: NONOMKM
oBopynoeaHna, nporpaMmbli-LUMG poBanbLLMKA
Tpebyowwe BLIKyN, CTUXWAHLIE BencTeunA U Np.
Toraa coxpaHeHHbIe KONUK QaHHbLIX CTaHyT TOW
«COMOMKOW®, KOTOpas 3alWmMTUT Baw GuaHec,
NO3BOMNWT CYLECTBEHHO CHWU3UTL YBLITKK K
PWUCKW W3-3a NPOCTOS.

Mouemy?
Modemy Bbl NPOCTO HE KOMUPOBATE HYKHLIE
thaiinel B obnaYHbie XpaHWnuLla QaHHbIX,
Takue kak Google Drive, Dropbox, Onedrive,
WK Ha nokanbHble XpaHunuwa?
OBnavHbie xpaHunuwa e Bonslwen cTeneHn
OpWEeHTHPOBaHbl Ha obecneyeHve QocTyna K
BalLUWM OaHHLIM C Pa3nu4yHbIX YCTPOWCTB, C
BO3MOXHOCTBIO MX COBMECTHOIO
WMCNONb30BAHMS HECKONbKUMMN
none3oeatenamu. Kak npaewno, BbiaenaeTcs
ofHa nanka, CoaepXXUMoe KOTOpoW
nomellaeTcA B o6nako. Beg, 4To Bbl XOTHUTE
COXPaHWTb, HYKHO CKOMMPOBAaTL B 3Ty Nanky
Py4HBIM cnocoBom. BoamowHocTe paboTtel no
pacnucanuio, wudgpoBaHMe AaHHbIX, BbiGOp
NPOAOITKUTENBHOCTW XpPaHEeHNA W UCTOYHMKA
AaHHbIX (haine! M Nanky, QUCKW, BCA MaluuHa),
a TaKKe BapWaHTbl BOCCTaHOBINEHUs
WHDOPMaLMK B HUX OTCYTCTBYIOT.

Kak?
Nyywe noeepuTL NPOUECC PE3EPBHOro
KOMMPOBaHUA CneLnanvanpoBaHHbIM
nporpaMmam, KOTopkle cAenatwT 3To
aBTOMaTUYecku, B (hOHOBOM pexuve 1 B
yao6Hoe Bpems, He NpepbiBan Bally TeKyLLyD
paboty, Hanpumep, B 1C. OTcyTcTBUE
“yenoeeveckoro” cpakTopa (“3abein”, “noTom
caenaiw”, “He 3ameTtun’) — rnaexoe
NPEUMYLLECTBO 3TUX NPOrpamm.

Kyna?
MpaeunbHee BCEro COXPaHATL pe3epBHbIe
KOMWW [aHHLIX B HECKONBLKUX MECTONONO-
MEHWAX: NOKanNkLHO (Ha gucke) v B obnake -
4y106bl rapaHTUPOBaTE WX ONMTUMANBHYH
AOCTYNHOCTL U HAAEKHYIO 3aLUMTY.

Me

KM Backup ¢

KM Backup Service — 3KOHOMMW4YHbIA CEPBWC C
LUIMPOKUMIW BO3MOXKHOCTAMMW HACTPOMKN
pe3epBHOro KONMPOBaHWA AaHHLIX M3 Nbbix
MCTOYHMKOB, & TaloKe UX BOCCTaHOBNEHMA B
noboe MECTO Ha3HaYeHWA W KaKyH YrogHo
cucTemy.

370 npocToe, KOMNNEKCHOEe W HafexHoe
pelleHne, cosfaHHoe Ha Gase TexHonorMm
Acronis AnyData Engine, ABnaeTca ny4ywwm e
CBOEM Knacce.

« [pocrota — KM Backup Service
npenocTaBnAeT KNnMeHTamM equHYy KOHCONb
AONA pa3eepTbiBaHWA, pE3epPBHOIND
KONMWPOBaHWA OaHHbLIX, yNpaeneHna UMK,
npocMmoTpa CTaTycosB MCTOPUW Pe3epBHOro
KONWpOBaHWA. KnueHTbl MOryT
CamMOCTOATENbHO CNedWTb 3a NpoUEeCcCoOM
pe3epBHOM0 KONMPOBaHWA KOHTPONWMPOBaTE
€ro BeiNONHEHWe, a Takke UMeTk eduHoe

npefcTaeneHye o NPOXoOAwMx onepayuax 1

nony4yaTte OnoBeLlleHue o npoﬁﬂemax.

YHnBepcanbHOCTE — aHHOe pelleHne
nopaepHxMBaeT huamyeckue u
BUPTYyanksHbie cepeepsbl, pabodne crtaHumm,
HOYTBYKK M MoBUneHbIE yeTpoicTea. OHo
NO3BONAET NONY4YMTE OTHETEI NO
KOMUYecTBy MCNoNb3oBaHHOro
NPOCTPaHCTBA UK YCTPORCTB.

. BesonacHocTs — KM Backup Service

obecneyusaeT WKhpoBaHME NO NPOTOKONY
SSL gna kaHanoe ynpaenedus u
WKpoBaHWE [aHHLIX NPU XPaHEHWUK W
nepenaye no craHaapty AES-256.
O6na4Hoe xpaHunuile Acronis Cloud
Storage pacnonaraeTcs B MEXOyHapOaHbIX
LOL 4-ro ypoBHA, MMELLMX
cepTudmrauymnio SSAE 16.

Y1066l NOMOYL BaM YCNewHo BHeAPWUTL CEPBUC
KM Backup Service, komnanua Kvazar-Micro
SRL npegocrasnset uHpopMaumoHHbie n
oByvalowme maTepuans, NPOBOANT TPEHUHIM U
obydeHve. Kpome Toro, AononHurensHan
WHhopMaums o cepeuce AOCTyNHa No
CCLINKAM, YKa3aHHLIM BHW3Y CTPaHUUbI.

Authorized Service Provider

Acronis AnyData Engine

* SSL-wudposaHve
ynpasnexus

KaHanoe

lndpoeaHme Bcex pe3epBHbIX
KONWiA, coxpaHaembix B obnayHom
XpaHunuwe Acronis,
OCYLLECTBMAETCA C  MOMOLLBIO
cTaHaapTHoro 256-6uTHoro
anroputma AES

noBansHan ceTb LEeHTpOB
obpaboTku OaHHbIX Acronis
CcepTUHOULMPOBaHHDIX no
cTaHgapty SSAE-16, cnocobua
cnpaeuTecA ¢ nobon aeapwei.

« Acronis — mupoeon Jlwaep B
obnact  paspaBotkm  cucTem
BakanwpoeaHua

330 wHxeHepoB 3KCTpa-Knacca
Bonee 100 nateHToB

15 neTtHWd oneir B pa3spaboTke
TEXHONOrMn 3aLUNTEI OaHHBLIX
Acronis.

Pewexuwam  Acronis OoBepswT
bonswe 500 000 npeanpuAaTWA B

130 crpaHax

Bonee 5 mnH. nonb3ocearened no
BCEMY MUPY




OCHOBHbIE BO3MOXHOCTHU

IBAHMA K1

NokaneHoe n oGnavHoe pesepeHoe
KOMMpoBaHwWe ans rubkoi rubpraHoi 3awmTs!

BoccTaHoOBNEHWE HA «TONOE MENe3o» 13
oBnaka gna mobeix nnathopm

VM Flashback gnsa GeicTporo MHKpeMeHTHOMO
BoccTaHoeneHus ¢ VMware ESX(i)® n
Microsoft Hyper-V™®

PesepeHoe konupoBaHWe U BOCCTaHOBNEHUe
BblBpaHHbIX thainos, Nanok, TOMOB UNKW BCER
cUCTeMBbI

PeaepeHoe KONWpPOBaHWE CEpBEPOB,
HacToneHbIXx MK 1 HoyTBykoB Windows®,
cepeepos W HacTonbHeIX MK Linux®,
HacTonkHbIX MK 1 HoyTGykos Mac OS X®

PeaepeHoe konuposaHue Microsoft SQL
Server”, Exchange, SharePoint®, Active
Directory™ u cocTosiHna cuctemsl Windows

PparmeHTapHoe BOCCTaHOBNEHUE Ha YPOBHE
obsekTor Ana 6a3a gaHHex Microsoft
Exchange u SharePoint

PeaepBHoe KONWpOBaHWeE NONb30BaTENbLCKNX
AaHHbIX C MOBWUMLHBIX ycTporcTs IOS® 1
Android

Moanepxka BUPTYanbHbLIX MaLWMH 1
koHTeiHepos VMware vSphere®, Microsoft
Hyper-V, RHEV®, Linux KVM, Citrix
XenServer®, Oracle® VM Server, Virtuozzo®

Yny4lweHHoe BOCCTaHOBNEHWE Ha YPOBHE
thainoe ANA BUPTYanbHbIX MalKH (HoBoE)

Pennukauwa BUPTYanbHbIX MalnH Mexay
XocTaMmu ¢ onTumusaumen WAN (Hosoe)

PesepsHoe konvpoBaHue B yaaneHHoe
xpanunuwe Acronis Cloud, sawe
cobcreeHHoe obnako, Microsoft Azure,
Amazon S3 unu gpyrue xpaHunuuia
CTOPOHHMX NOCTABLUWKOB

Ycnym HavansHoro CoXpaHeHus u
MacluTabHOro BOCCTAHOBNEHWA C OTNPaBKON
hU3NYECKMX HOCHTENEen

BoccranoBsneHue Ha «ronoe xeneso» XocTos
VMware ESX(i) u Microsoft Hyper-V ans
MNONHON 3aWnThI

Moanepxka NPOMEKYTOYHOMO PE3EpPBHOIo
KOMWPOBAHWA N0 CXeMe «aucK-auck-o6nakon

CamMOoCTOATENBHBIA MOHUTOPWHI PE3EPBHOD
KONMPOBaHWA CO CTOPOHBI KNWEHTOB ANA
KOHTPONSA Pe3epBHbIX KOMWiA

BO3MOXHOCTb LEHTPan13oBaHHOro
npocMoTpa AeACTBMIA 1 ONOBELLEHWIA ANA
KNWeHToB

YnpoweHHaa murpauua P2V, P2C, V2C u
ca2c

INokansHoe apapuiiHoe BoCCTaHOBNEHWE
nyTem 3anycka peaepBHLIX KONWiA B ka4yecTee
BM

+ 2048-6utHoe WudpoeaHue No NPOTOKONY
SS5L ana kaHanos ynpasneHus

+ Wnippoeanne AES-256 npu nepegade w
XpaHeHWN AaHHbIX

* [MoBbIWeHHbIN ypoBeHb BeaonacHocTy
ﬁnaro,u,apﬂ CeTeBblM OrpaHU4eHWAM BXOOa
B CHCTEMY

[JononHuTe nakeT ycnyr Balleil KOMNaHum
CEepBWCOM PE3ePBHOrO KOMMPOBAHMWA, Noa
cobcTeeHHbIM BpeHaom. PaspaboTaiite
CBOW PacUeHKku 1 ochopmneHue, 4Tobel
NpeaocTaensATL YCnyri, KoTopsle Haubonee
TOYHO OTBEYalT TpeboBaHUAM BalLNX
knueHToB. CTae HalLWM NapTHEPOM, Bbl
nony4aere:

* [WBkyo cMcTEMY CKMOOK
* ¥Y0oBHyo KOHCONb yNpaBneHus

* UeHTpanuW3ocBaHHOe npeacraeneHue
CTaTycoB ¥ UCTOPWUKW pe3epBHOroD
KONWpoBaHWA ONA KNWeHTOB

+ YpanewHoe 0BHOBNEHWE areHToB 13
obna4Hoi KOHCONK YNPaBAEHWA 1
asTomaTuyeckoe o6HOBNEHWE areHToB

* PaanuyHolie BaPWaHTLI spBH,EIHHI'a 4
WHOWBWAYaNLHOM HACTPOIKK, a TakKe
BO3MOXHOCTE NpOOaXK CepBWCa nog
coBCTBEHHON MapKOW

+ KoHTponk Hap NokanbHLIMK BapuaHTamm
XpaHeHWs, 4ToBkI aKTUBW3WpOBaThL
ncnonbaosadue 0BnayHbIX 4aHHbIX

« NMopaepxky coGCTEEHHLIX PUANHECKIX
YCNOBWIA M NOATEEDHOEHWA NONbL3oBaTENs

+ KBOTbI Ha YMCNO 3aLUMLLAEMbIX MaLLWH

« AsTtomaruyeckoe npeobpazosaHue
npobHeLIX Bepcuin B pabo4ne

* MynbTHapeHaHyo apxuTeKTypy cepenca ¢
HECKOMEKUMW NapTHEPCKUMK YPOBHAMM

+ [MopgepmKy MHOKECTBA A3bIKOB,
no3sonsAoLWyo paboTats Ha NOBOM piHKe

* BcTpoeHHbIe CChINKM Ha NOKYNKY Ans
ynpoLleHua oGHoBNEHWA

* WHTerpaums c cylecTByoLWUMKY CUCTEMaMMN
yepes APl REST v ctaHgapT obnadHsix
npunoxeHuid APS v2.0/1.2s

* WHrerpaumsa c Windows Azure Pack,
HostBill, Odin®, Flexiant® u WHMCS

Mpeanpuatuam CMB He
obesonacuTe CBOW gaHHbIe oT ownbok
nonb3aoBartenen, OTKa3oB
oBopyaosBaHusA, B3NOMOB U BUPYCOB,
NOTEPW WK KPaKW YCTPONCTB,
nporpammHeIx oWnBoK U yTeukn
AaHHbIx. Takke um TpebyeTcs 3awmTa
OT npobnem, CBA3aHHbLIX C
MoaepHu3aunen u obHoBNeHnem
annapaTtHoro M NPorpamMmmHoro
obecnedveHua.

XOOWMO

Mocne BHegpeHUA cTpaTervm
rubpuaHon 3aWn Tl NPeANPUATHA ByayT
WUMETE nonaanym KONWH AaHHbIX ,ﬂ']‘lﬂ
BricTporo

BOCCTaHOBNEHWA W OPYIyIo KONW B
obnake Ha cny4ai asapum.

Komnanuam CMB HyHa akoHOMWYHAR
anbTepHaTUBa NoKanbHLIM PeLIeHUAM
[ONA pe3epBHOTO KONMWPOBaHUS.

MpeanpuaTna CMB XOTAT YMEHLLINTE
Harpyaky Ha UT-oTaen U noBbICHTE
NPOW3BOANTENLHOCTL.

FoToBOE peleHWe, pasMelleHHoe B
LOOax Acronis u Kvazar-Micro,
obecneynBaeT NOCTaBLUWMKAM YCnyr
BbICTpLIA BbIXOA Ha poiHOK Bea
npenBapuTenbHbIX BNOMEHWA.

M'bpuoHoe pelleHWe — KOHCONb
ynpaeneHwa B Acronis, koTopas
WCNONb3yeT BO3MOXHOCTH BalLero
XpPaHUNULLA UNK XpaHunuLla
CTOPOHHEro NOCTaBLUMKA, YNpOoLLas
HACTPOMKY W YCKOPAS BbIXOA HA PbIHOK.

Pa3seepTbiBaHWe B CUCTEME NOCTABLLMKE
YCNyr No3sonseT NPUMeHsATL
hUpMEHHLIE afeMeHThl, aianTUpoBEaTh
W KOHTPONWPOBAaTL pelleHne, a TaKkKe
XpaHWTb AaHHbIE.
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